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For PDU Session of IP type, NAT or tunnelling techniques may be used as N6 traffic routing inforamtion for data transfer over N6. The DN-AAA or AF is notified of the IP address and the N6 traffic routing inforamtion.

Similar to PDU Session of IP type, for PDU Session of Ethernet type, the L2-switching or tunnelling techniques may be used as N6 traffic routing inforamtion to deliver Ethernet frames over N6, the MAC addresses used by the UE and the N6 traffic routing information sahll be notified to the DN-AAA or AF. But this is not specified in the specification.
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***** Start of Changes *****
4.3.2.3
Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment

The PDU Session establishment authentication/authorization is optionally triggered by the SMF during a PDU Session establishment and performed transparently via a UPF or directly with the DN-AAA server without involving the UPF if the DN-AAA server is located in the 5GC and reachable directly, as described in TS 23.501 [2], clause 5.6.6.

In the case of Home Routed Roaming, unless specified otherwise, the SMF in the information flow defined in this clause is the H-SMF.
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Figure 4.3.2.3-1: PDU Session Establishment authentication/authorization by a DN-AAA server
NOTE 1:
Steps 2, 3a, 3f and 4 are not defined in this specification. Steps 3 can be repeated depending on the mechanism used.

NOTE 2:
When the SMF directly communicates with the DN-AAA server without involving the UPF, Step 1 is skipped and Step 2, 3a, 3f, 4 and 6 are executed without involving the UPF.

1.
If there is no existing N4 session that can be used to carry DN-related messages between the SMF and the DN, the SMF selects a UPF and triggers N4 session establishment.

2.
The SMF provides the SM PDU DN Request Container to the DN-AAA via the UPF. The UPF transparently relays the message received from the SMF to the DN-AAA server. The SMF identifies the DN-AAA server based on the SM PDU DN Request Container provided by the UE and on local configuration.

NOTE 2:
The content of the SM PDU DN Request Container is defined in TS 33.501 [15].

3a.
The DN-AAA server sends a Authentication/Authorization message towards the SMF. The message is carried via the UPF.

3b.
Transfer of DN Request Container information received from DN-AAA towards the UE.


In non-roaming and LBO cases, the SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the DN Request Container information within N1 SM information sent towards the UE.

In the case of Home Routed roaming, the H-SMF initiates a Nsmf_PDUSession_Update service operation to request the V-SMF to transfer DN Request Container to the UE and the V-SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the DN Request Container information within N1 SM information sent towards the UE.

3c:
The AMF sends the N1 NAS message to the UE

3d-3e.
Transfer of DN Request Container information received from DN-AAA towards the UE.


When the UE responds with a N1 NAS message containing DN Request Container information, the AMF informs the SMF by invoking the Nsmf_PDUSession_UpdateSMContext service operation. The SMF issues an Nsmf_PDUSession_UpdateSMContext response.

In the case of Home Routed roaming, the V-SMF relays the N1 SM information to the H-SMF via a Nsmf_PDUSession_Update service operation.

3f:
The SMF (In HR case it is the H-SMF) sends the content of the DN Request Container information (authentication message) to the DN-AAA server via the UPF.


Step 3 may be repeated until the DN-AAA server confirms the successful authentication/authorization of the PDU Session.

4.
The DN-AAA server confirms the successful authentication/authorization of the PDU Session. The DN-AAA server may provide:

-
an SM PDU DN Response Container to the SMF to indicate successful authentication/authorization;

-
authorization information as defined in TS 23.501 [2] clause 5.6.6;

-
a request to get notified with the IP address(es) allocated to the PDU Session or MAC address(es) used by the UE for the PDU Session; and

-
an IP address (or IPV6 Prefix) for the PDU Session.

5.
The PDU Session establishment continues and completes.
6.
If requested so in step 4 or if configured so by local policies, the SMF notifies the DN-AAA with the IP/MAC address allocated to the UE together with the GPSI.
When later on an IPV6 Prefix is allocated or released for the PDU Session (using IPV6 multi-homing as defined in TS 23.501 [2] clause 5.6.4.3), the SMF notifies the DN-AAA if the DN-AAA had requested to get notified with the IP address(es) allocated to the PDU Session of IP type or addition or removal of source MAC addresses for the PDU Session of Ethernet type.

When later on the PDU Session gets released as described in clause 4.3.4, the SMF notifies the DN-AAA.

The DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.

***** Next Change *****
4.3.6.2
Processing AF requests to influence traffic routing
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Figure 4.3.6.2-1: Processing AF requests to influence traffic routing

NOTE 1:
The 5GC functions used in this scenario are assumed to all belong to the same PLMN (HPLMN in non-roaming case or VPLMN in case of a PDU Session in LBO mode).

NOTE 2:
Npcf_PolicyAuthorization_Create Request or Npcf_PolicyAuthorization_Update Request service operations invoked from an AF located in the HPLMN for local breakout and home routed roaming scenarios are not supported.

1.
To create a new request, the AF invokes an Npcf_PolicyAuthorization_Create Request service operation. The content of this service operation (AF request) is defined in TS 23.501 [2] clause 5.6.7. The request contains also an AF Transaction Id. In case it subscribes to events related with PDU Sessions the AF indicates also where it desires to receive the corresponding notifications (AF notification reporting information).
To update or remove an existing request, the AF invokes an Npcf_PolicyAuthorization_Update Request service operation to update or remove existing AF request identified by AF Transaction Id.

2.
The AF sends its request to the PCF directly or via the NEF. If the request is sent via NEF, the NEF may provide functionalities including information mapping or invoke Nbsf_Management_Discovery service operation to get the address of relevant PCF, and transfer of the content of the Npcf_PolicyAuthorization_Create Request or Npcf_PolicyAuthorization_Update Request service operation to the PCF as described in step 1b in clause 4.16.5. AF's decision to route the request to the PCF directly or via NEF may be influenced by the following factors:

2a.
State of the session(s) for which AF is sending the request:

-
If the request targets an IP/MAC UE address for a specific ongoing session, the AF may send its request directly to the PCF or via the NEF.

-
When the request is not for a specific ongoing session, the AF sends its request via NEF.

2b. Number of targeted UE(s) in the request:

-
When the AF request targets an individual UE identified by its IP address or MAC addresses in use, one single PCF needs to be involved i.e. the PCF that serves the corresponding PDU Session. The selection of the PCF(s) that will receive the AF request is done by the NEF when a NEF is involved or by the AF itself otherwise. The selection of the PCF is described in TS 23.501 [2], clause 6.3.

-
When the AF request targets multiple UE (i.e. a group of UE or all UE having a PDU Session associated with the target DNN and S-NSSAI) it may be needed to involve multiple PCF(s). The way for the NEF to provide the content of Npcf_PolicyAuthorization_Create Request or Npcf_PolicyAuthorization_Update Request to all potentially impacted PCF(s) is described in TS 23.501 [2], clause 6.3.

2c. Location of the AF:

-
If the AF is located within operator's network, it may send the AF request directly to the PCF. Otherwise, the AF may send the AF request to the PCF via NEF.


When required the NEF authenticates the AF and authorizes the AF request.


The NEF ensures the necessary mapping from the information provided by the AF into information needed by the 5GC, e.g. mapping from AF-Service-Identifier into:

-
a target DNN and slicing information (S-NSSAI).

-
a list of DNAI(s) and routing profile ID(s).


The NEF can only derive a list of DNAI(s) from the AF-Service-Identifier when the DNAI(s) being used by the applications are statically defined. When the DNAI(s) where applications are instantiated may vary dynamically then the AF should explicitly provide DNAI(s) and N6 routing information in its request.


The NEF stores AF notification reporting information received from the AF and maps it to NEF notification reporting information intended for PCF(s).

3.
The PCF invokes Npcf_PolicyAuthorization_Create Response or Npcf_PolicyAuthorization_Update Response service operation as described in step 2b in clause 4.16.5.

4.
When the AF request is considered as semi-permanent (i.e. does not target an individual IP address / Prefix allocated to an UE nor target an MAC addresses used by an UE) the PCF stores or updates or removes the AF request for usage by future PDU Sessions.

5.
The PCF determines if existing PDU Sessions are impacted by the AF request. For each of these PDU Sessions, the PCF updates the SMF with corresponding new PCC rule(s) by invoking Npcf_SMPolicyControl_UpdateNotify service operation as described in steps 5 and 6 in clause 4.16.5.

6.
When a PCC rule is received from the PCF, the SMF may take appropriate actions to reconfigure the User plane of the PDU Session such as:

-
Adding, replacing or removing a UPF in the data path to e.g. act as an UL CL or a Branching Point e.g. as described in clause 4.3.5.

-
Allocate a new Prefix to the UE (when IPv6 multi-Homing applies)

-
Adding or removing MAC addresses used by the UE for a PDU Session and updating the corresponding forwarding rules related with that MAC addresses in the UPF
-
Updating the UPF in the target DNAI with new traffic steering rules


Subscribe to notifications from the AMF for an Area Of Interest via Namf_EventExposure_Subscribe service operation
***** End of Changes *****
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